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Current network forensics approaches are costly and time consuming. Normally, these approaches use 

active and reactive processes to resolve cyber-crimes. Such processes start after the cyber-crime has been 

identified, which makes identifying useful evidence difficult. Moreover, the information required to 

understand and resolve cyber-crimes are limited. This paper proposes a new approach to resolve cyber-

crime in network forensics. The proposed approach aims to use cyber-crime evidence to help investigators 

to resolve cyber-crime efficiently. The paper presents the current network forensics approaches and various 

existing digital forensics models in order to determine the suitable process to be used in the proposed 

approach. Thus, the proposed approach is based on a generic and modern process model for network 

forensics. 
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