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	Course Plan for Bachelor program - Study Plan Development and Updating Procedures/ Business Intelligence Department



	Study plan No.
	Business
	University Specialization
	Business Intelligence

	Course No.
	0511435
	Course name
	Cyber Security Applications

	Credit Hours
	3
	Prerequisite/ Co-requisite
	0511333

	Course type 
	MANDATORY  UNIVERSITY REQUIREMENT
	UNIVERSITY ELECTIVE REQUIREMENTS
	FACULTY MANDATORY REQUIREMENT
	Support course family requirements
	· Mandatory requirements
	Elective

requirements

	Teaching style
	Full online learning
	Blended learning
	( Traditional learning

	Teaching model
	1 Synchronous: 1 asynchronous
	2 face to face : 1 asynchronous
	(2 Traditional


Faculty member and study divisions’ information (to be filled in each semester by the subject instructor)
	Name
	Academic rank
	Office No.
	Phone No.
	E-mail

	
	
	
	
	

	
	
	
	
	

	Division number
	Time
	Place
	Number of students
	Teaching style
	Approved model

	1
	
	
	
	Blended
	2:1

	
	
	
	
	
	

	
	
	
	
	
	


Brief description
	This course provides an overview of key concepts, practices, and technologies to protect digital information. It covers risk management, cybersecurity, encryption, network security, threat assessment, and compliance with legal and ethical standards. Students learn about security frameworks, incident response strategies, and the importance of creating an organization's security-aware culture. This course delves into the practical application of cyber security concepts. It focuses on using tools and techniques to protect systems, networks, and data from cyber threats. Students will learn how to identify vulnerabilities, implement security measures, respond to incidents, and analyze digital evidence.


Learning resources

	Course book information

(Title, author, date of issue, publisher ... etc)
	Principles of Information Security, M. E. Whitman, & H. J. Mattord, 7th edition, Cengage Learning, 2018.

	Supportive learning resources

(Books, databases, periodicals, software, applications, others)
	Information Security Principles and Practices, M. Merkow, &J. Breithaupt, Pearson Education, 2014.

	Supporting websites
	

	The physical environment for teaching
	· Class room
	labs
	Virtual educational platform
	Others

	Necessary equipment and software
	

	Supporting people with special needs
	

	For technical support
	


Course learning outcomes (S= Skills, C= Competences K= Knowledge,) 
	No.
	Course learning outcomes
	The associated program learning output code

	                                                           Knowledge

	K1
	Explain fundamental information security and cyber security principles and frameworks.
	MK1

	K2
	Identify and analyze potential security risks to information systems.
	MK2

	
	Skills
	

	S1
	Apply appropriate cybersecurity measures to protect data and systems.
	MS2

	
	
	

	C1
	Assess and mitigate current and emerging cybersecurity threats.
	MC2


Mechanisms for direct evaluation of learning outcomes

	Type of assessment / learning style
	Fully electronic learning
	Blended learning
	Traditional Learning
(Theory Learning)
	Traditional Learning (Practical  Learning)

	Midterm exam
	
	30%
	
	

	Participation / practical applications
	
	0
	
	

	Asynchronous interactive activities
	
	30%
	
	

	Final exam
	
	40%
	
	


Note 1: Asynchronous interactive activities are activities, tasks, projects, assignments, research, studies, projects, and work within student groups ... etc., which the student carries out on his own, through the virtual platform without a direct encounter with the subject teacher.
Note 2: According to the Regulations of granting Master’s degree at Al-Zaytoonah University of Jordan, 40% of final evaluation goes for the final exam, and 60% for the semester work (examinations, reports, research or any scientific activity assigned to the student).
Schedule of simultaneous / face-to-face encounters and their topics
	Week
	Subject
	learning style*
	Reference **

	1
	Overview of Information Security(IS) and cyber security
· The history of IS

· What is Security

· Components of an IS

· Approaches to IS implementation

· The security system Development Cycle
	Lecture
	

	2
	Information Security Principles of success
· Why security is needed

· Why cyber security is needed

· Secure software development
	Lecture
	

	3
	Information Security Principles of success
· Security Professional and the organization

· Information security: Is it an art or a science.


	Lecture
	

	4
	Managing IT Risk
· An overview of risk management

· Risk identification

· Risk Assessment
	Lecture
	

	5
	Managing IT Risk
· Risk control strategies

· Quantitative versus qualitative risk control Practices

· Business Continuity Planning and Disaster Recovery Planning
	Lecture
	

	6
	Professional, legal, and ethical issues in IS
· Introduction to Law and Ethics in IS

· Security Policies set the stage for success
· Four types of Policy
	Lecture
	

	7
	Professional, legal, and ethical issues in IS
· Four types of Policies

· Who is responsible for security

· Development and Management of security policies 
	Lecture
	

	8 
	Cryptography
· Foundations of cryptology

· Applying cryptography to IS

· Basic terms and concepts

· Strength of cryptosystems

· Examining digital cryptography
	Lecture
	

	9
	Cryptography
· Cipher Methods

· Cryptographic Algorithm

· Cryptographic Tools
	Lecture
	

	10
	Cryptography
· Protocols for secure communications

· Attacks on cryptosystems
	Lecture
	

	11
	Telecommunication, Network, and Internet
· Network and Telecommunication security

· The open  system interconnection (OSI) references

· Protecting TCP/IP network
	Lecture
	

	12
	Basic Security Infrastructures
· Firewalls
	Lecture
	

	13
	Basic Security Infrastructures
· Intrusion Detection Systems
	Lecture
	

	14
	Practice
	Lecture
	

	15
	Project
	Lecture
	

	16
	project
	
	


* Learning styles: Lecture, flipped learning, learning through projects, learning through problem solving, participatory learning ... etc.

** Reference: Pages in a book, database, recorded lecture, content on the e-learning platform, video, website ... etc.
Schedule of asynchronous interactive activities (in the case of e-learning and blended learning)
	Week
	Task / activity
	Reference
	Expected results

	1
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	2
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	3
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	4
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	5
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	6
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	7
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	8
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	9
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	10
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	11
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	12
	Selected tasks\ activities will be provided to students
	Will be provided to students
	

	13
	Selected tasks\ activities will be provided to students
	Will be provided to students
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