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The impact of cybercrime on the functioning of public facilities in

Jordanian legislation
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Abstract:

The General Administration in the Hashemite Kingdom of Jordan seeks to apply the concept
of e-public administration in the field of public facility management, and in view of the
development of the concept of the public facility and the emergence of the so-called idea of
the electronic public facility, and because the technical feature is the dominant feature of the
nature of that facility, it will inevitably face many obstacles that could undermine its integrity
and the continuity of its work such as cybercrime, hence this study to show the impact of
cybercrime on the functioning of the electronic public facility, while addressing the most
important Jordanian legislation, which included the legal provisions that came to provide
criminal protection for the electronic public facility, the most important of which is
cybersecurity law No. 16 of 2019, and the Cybercrime Law No. 27 of 2015, therefore, this
study was addressed through two topics, where we explained in the first research what the
e-public facility is, its concept, and the impact of modern communications and technology on
the governing principles of the electronic public facility in two successive subjects. In the
second topic, we addressed the role of cybercrime in disrupting the functioning of the
electronic public facility, where we clarified what cybercrime is, its concept from the
perspective of jurisprudence, and legislation, and then dealt with cybercrime on the
electronic public facility, such as the crime of hacking the electronic public facility and the
crime of destroying it, and finally the crime of espionage and the publication of documents
and secrets of the electronic public facility in two successive subject.
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(1) Belili Asma, E-Management Techniques in the public interest, research paper presented to the
international conference entitled The Electronic Public Facility (Reality— Challenges — Horizons),
sponsored by the Ministry of Higher Education and Scientific Research, held at Mohammed Boudiaf
University, Faculty of Political Law and Publicity, held November 26-27, 2018, p. 3

(2)Abu Salama Suleiman Osama Suleiman, 'Electronic Management and Its Impact on the Public
Facility in Palestine' Analytical Study, Master's Thesis, Faculty of Law, Al-Azhar University, Gaza,
2017, p. 108
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() Dr. Khalila Mohammed Ali, Mediator in Administrative Law, 2nd Edition, Cultural Publishing, and
Distribution House, Amman, Jordan, 2018, p. 165

(2) Dr. Kanaan Nawaf, Administrative Law, First Book, Fourth Edition, Cultural Publishing and
Distribution House, Amman, Jordan, 2010, p. 316

()Dr. Noureddine Butter, Electronic Public Facility 'Cybercrime Model', Research Paper, Unpublished,
Faculty of Law, University of Misla, Algeria, Without A Year, p. 2

() See this opinion: A.D. Khalila Muhammad Ali, Mediator in Administrative Law, Previous Reference,
p. 166

) Dr. Hafiz Mahmoud Mohammed, Public Facility Theory, First Edition, Volume 1, Arab Renaissance
House, Cairo, 1998, p. 16

©) Dr. Al-Jarf Ta'aima, Administrative Law, 1978, p. 514, referred to by: A.D. Al-Khalayla Muhammad
Ali, Mediator in Administrative Law, Previous Reference, p. 166.

() Prof. Kanaan Nawaf, Administrative Law, First Book, Previous Reference, p. 316.
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(DTurkish Mahadi, E-Public Facility, Master's Thesis, Faculty of Law and Political Science, Mohamed
Boudiaf University— Misla, Algeria, 2018-2019, p. 12. It is also considering the ruling of the Jordanian
Administrative Court No. 94 of 2019 of 26-3-2019.

@ See the Public—Private Partnership Act 2014 and its amendments, published in the official gazette
no. 5310 date 2-11-2014 on page 9473, and the Public—Private Partnership Projects Act No. 17 for
2020, published in the official gazette issue 5630 date 2—-4-2020 on page 1928.

G)Prof. Kanaan Nawaf, Administrative Law, First Book, Previous Reference, p. 323, and 324.
(4)Mourad Lemen, Impact of E-Management on the Principles of Public Utilities, Research Paper
presented to the Scientific Conference’'The Legal System of the Electronic Public Facility (Reality-

Challenges — Horizons), held from 26-27 November 2018, under the auspices of the Ministry of
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Higher Education and Scientific Research, Faculty of Law and Political Science, Mohamed Boudiaf-
Misla University, Algeria, p. 2 and 3.

(MProf. Kanaan Nawaf, Administrative Law, First Book, Previous Reference, p. 330, A.D. Muhammad
Ali Al-Khalila, Mediator in Administrative Law, Previous Reference, p. 184.

@ Article 6/1 of the Jordanian Constitution of 1952 and its amendments state: 'Jordanians are before
the law whether there is no distinction between them in rights and duties, even if they differ in race,
language or religion'.

()see the 2016 Ruling of the Jordanian Supreme Administrative Court No. 196- issued in 2016-09-
08, which states: 'And on the sixth reason for the appeal, we find that article 6 of the Jordanian
Constitution referred to in the reason for the appeal She pointed out that Jordanians are before the
law, as article VII stipulated personal freedom, and the impugned ruling did not indicate that there is
any trade—off for one person over another, and there is no evidence that someone has deprived the
summoner (appellant) of this freedom, which is what is required with him. That's why he responded'.
(4)Prof. Kanaan Nawaf, Administrative Law, First Book, Previous Reference, p. 331, A.D. Khalila
Muhammad Ali, Mediator in Administrative Law, Previous Reference, p. 186, Turki Mahdi, Electronic
Public Facility, Previous Reference, p. 17.

®) Lamen Murad, the impact of e-management on the principles of public utilities, previous reference,

p. 4.
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() For more on the arguments cited by the trend against the use of modern means of communication
and the extent to which it violates the principle of equality in front of public utilities, see: Dr. Hisham
Abdul Sayed Al-Safi Mohammed Badreddine, Legal System of State Responsibility for Managing Its
Facilities Electronically, an article published in The Generation journal Of In-Depth Legal Research
dated 2-4-2019, Issue 31, p. 11.

@ Prof Khalaela Muhammad Ali, Mediator in Administrative Law, Previous Reference, p. 184.
(®Mahadi Turkia, electronic public facility, previous reference, p. 24.

) Prof. Kanaan Nawaf, Administrative Law, First Book, Previous Reference, p. 335.
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() Dr. Badreddine Hisham Abdul Sayed Al-Safi Mohammed, The Legal System of State Responsibility
for The Electronic Management of Its Facilities, p. 19 and 20.

@For more on the e—management response to the principles governing public utilities, see Suleiman
Osama Suleiman Abu Salama, E-Management and its impact on the public facility in Palestine
'Analytical Study', previous reference, p. 115 and 116.

) Prof. Khalaela Muhammad Ali, Mediator in Administrative Law, Previous Reference, p. 194.

) Dr. Shubir Mohammed Suleiman, Principles of Administrative Law in Palestine, First Edition, Arab
Renaissance House, Cairo, 2015, p. 386.

®)Prof. Kanaan Nawaf, Administrative Law, First Book, Previous Reference, p. 344.
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()Dr. Nawaisa Abdelllah, IT Crimes (Explanation of Substantive Provisions in the Cybercrime Law),

First Edition, Wael Publishing House, Amman, 2017, p. 33 and 34.
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()On the central role of information in the national economy of societies see

Margaret C. Fung, Planning and Resources of National Information System — some Issues and
Considerations, in 'The Infrastructure of an information Society’, B. El-Hadidy and E.E.Home (eds),
Elseviet science publishers B.V (North—-Hollan), P.A3, 1984.

*Referred to by Dr. Rustam Hisham Mohamed Farid, Penal Code, and IT Risks, Office of Modern
Machinery, Assiut, 1994, p. 2.
@ Dr. Shawa Mohammed Sami, Information Revolution and Its Implications for the Penal Code, Arab
Renaissance House, Second Edition, 1998, p. 33
G)Dr. Al-Shamat Hatem Abdel Rahman, Informatics Criminal, Arab Renaissance House, First Edition,
Cairo, 2003, p. 93.
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() Martin (Daniel), La criminalite informatique, Cybercrim: sabotage, piratage. Etc. evolution et
repression, paris, PUF. 1 éd. P. 94 ,1997.
@Dr. Al-Qahwaiji Ali Abdel Kader, Criminal Protection for Computer Programs, New Friday Publishing
House, Alexandria, 1997, p. 4.
®) Pierre catala, "Ebauche d'une théorie Juridique de l'information’, D. Chron, P. 98, 1984.
(4)Dr. Al-Hammami Omar Abul Fotouh Abdul Azim, Criminal Protection of Electronically Recorded

Information, Comparative Study, Arab Renaissance House, Cairo, 2010, p. 199.

©) See Article 8/1 of the Saudi Information Crimes Control System No. M/17, 1428 H.

() See U.S. Law No. 1213 of 1986 on The Fight against Computer Crimes, referred to in Rami

Metwally's Book, Combating Information Crimes, First Edition, Arab Renaissance House, Cairo, 2011

p. 23.

Merwe (vander): "Computer crimes and other crimes against information technology in South Africa
R.I.D.P., 1993, P. 554.

* Referred to by Dr. Hilali Abdellah Ahmed, Witness's Commitment to Information Crime, Comparative

Study, First Edition, Arab Renaissance House, Cairo, 2000, p. 13.

®) Richard Totty and Anthony Hardcastle, Computer — Related crime, in 'information Technology & the
law', Chris Edwards and Nigel savage, Macmillan Publishers U.K., P. 16, 1986.
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() K. Trédmann, Fraude et autres délits d'affaires connis a ll'aide d'ordin ateurs électroniques, Rev.
ar. pén. Crim, P. 612, 1984.
* Referred to by Dr. Shawa Mohamed Sami, the information revolution and its implications for the

Penal Code, previous reference, p. 6.

) (2) Dr. Rustam Hisham, computer crimes as a form of economic crimes created, research submitted
to the Scientific Committee to prepare the Egyptian National Report of the 9th United Nations
Conference on Crime Prevention. Punishing Criminals, Journal of Legal Studies, University of
Assiut, 17th Issue 1995, p. 107.

(3) David Thompson, Current trends in computer crime, computer control quarterly, Vol. 9. No. 1, P.2,
1991.

* Referred to by: Rustam Hisham Mohamed Farid, Penal Code and IT Risks, previous reference, p.

31.

(4)M. Masse, La droit penal special ne de L'informatique, in informatique et droit penal travaux de
l'institut de Sciences criminelles de poietiers — 4éd cujas. P. 23, 1981. B. parker, combattre la
criminalité informatique, éd oros, P. 18, 1985.
* Referred to by: Dr. Shawa Mohammed Sami, same reference, p. 6.

(5)Dr. Ahmed Abdellah Hilali, Witness's Commitment to The Media in Information Crimes, Previous
Reference, p. 14.

(6)Dr. Afi Kamel Afi, Computer Crimes, The Role of the Police and The Judiciary, Ph.D., Faculty of
Law, Alexandria University, 1999, p. 20.

(7) Dr. Al-Malt Ahmed Khalifa, Information Crimes, Second Edition, University Thought House,
Alexandria, 2006, p. 87.
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(1)AlI-Shawabaka Mohammed Amin, Computer and Internet Crime, Informatics Crime, First Edition,

Culture Publishing, and Distribution House, Amman, Jordan, 2009, p. 10.

@ Ahmed Al Manassa, Automated Accounting and Internet Crimes, Comparative Study, First Edition,
Wael Publishing, and Distribution House, Amman, Jordan, 2001, p. 78.

@)Dr. Hisham Farid Rustam, previous reference, p. 108.

() D. Lura E. Quaran Tieuo,”cyber crime, How to protect yourself from computer criminals’, tiare
publications, P. 139, 1997.

* Referred to by A. Shawabaka Muhammad Amin, former reference, p. 9.

®)Dr. Ahmed Hilal Abdel Lah, Computer Systems Inspection and Information Al-Mu'tasi Guarantees,

Comparative Study, First Edition, Arab Renaissance House, Cairo, 1997, p. 37.

(®)Shawabaka Mohammed Amin, former reference, p. 10. A. Harwal Nabila Heba, Procedural Aspects
of Cybercrime in the Collection of Inferences, First Edition, University Thought House, Alexandria,
2007, p. 30.
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(Dr. Qura Naela Adel Mohamed Farid, Economic Computer Crimes, First Edition, Al-Halabi Human
Rights Publications, Beirut, 2005, p. 35.

(2 )Moumni Nahla Abdul Qadir, Information Crimes, Second Edition, Dar al-D'Ta'a, Amman, Jordan,
2010, p. 48.

G)Al Masri Youssef, Computer and Digital Crimes for Computers and the Internet, First Edition, Dar al-
Ad|, Cairo, 2011, p. 9.

(# )JOsama al-Ahmed, Al-Zoubi Jalal Mohammed, Hawasha Sayel Fadhil, Computer and Internet

Crimes, First Edition, Wael Publishing House, Amman, Jordan, 2001, p. 73.
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By (il sl Alosledl Byleadl 535 155 Sl Gl gabull on anl Sy of oy iy S

(Article 3/a of the Cybercrime Act referred to above, states: 'Anyone who intentionally entered the
information network or information system by any means without a permit or in violation of or exceeds
the permit shall be punished for a minimum of one week, not more than three months, or a fine of not
less than 100 dinars and not more than 200 dinars, or both of these penalties.".

@ Dr. Al-Nawaisa Abdul-llah, previous reference, p. 213 and beyond.
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(DArticle 3 of the Cybercrime Act, previously referred to.

@Look at this same view of Dr. Nawaisa Abdelilah, former reference, p. 227 and beyond.

GIMERLE (R.) et VITU (A.), Traitédedroit Criminel, Cujas, tomel, problémes généraux de la science
criminelle, droit pénal général, 7 éd, P. 114, 1997.

(4) Dr. Al-Makawi Mohammed Mahmoud, Ethical and Social Aspects of Information Crimes, First

Edition, Modern Library, Mansoura, 2010, 312.

16



Lup o @iy o losteall plilly dad) clogledll e eltieY) S Jeall ge alaill Jlaasy Zile) )
swadigh ) ol plal) o cada Asla e Jad JS i gAY aladl Ghiall Jlaa B R CDGY)
Salal) dalaal) o Wlis jsgandl @ld) plad) Al dalal) ciladdl) apis dlaga Slaglea alil
A9 aladl (38al) madlag Cilaw Cpa padl) Adaa AS p)NiS) aa Cad JAy L JS AT ray
A gand) laddl) 4l dna Cighy ol Jhady gad o Alaa cliay Juaad ol dida ol AL L
9 A alad) ghhal) G dag i M Ll

dapal) oda ALl cale US55 dapa o O e 3 Al Gl () Aapa OIS alias Y
relld ol b Ly (ginally gl GO0 s of s

PRI I

Caagr Sl L asiy 3 Lolal JLad¥1 il g 5KV alad) Gall Cad) dagyad ol (S5 auaiy
DY) Lgie sea ae galall (Sl ¢ 35 Y alad) (38 ey Ailaial) Ao salal) i) of plaill (i
Glaay Jluy) o ddla) 5 i aldll DA (e Gl Sy eyl S Gadall o el il
o aldani Cangr (35S olal) Gl iy Rasliia S sl uen o ABle) Lebdas 068 Aals
s il Q) ) asgsall JAIS Lol QS il il limaydl Gl ans Lo Saley (Jasl)
Glinal) ol Jaxt Cumcalal) 3yall Slall g SN adsall 5l gl glsiall ) edlgle (S a5
Wiy salall GO anss Lo 130 3300 e SU st Cumy LeaaS 5 L 2ol s e
i dhalie dglu (e Aladl 4y aghy Loy Jiai AR CBDUY) dae B Al Jlil) of gl
iy Ay oy Ao Jand Silly gAY alal) (30sal) adsa o Aiaal clibudly cilagleal)
Baild Yy Lgd adi ¥ clilbud) ol cilaglaal) i Jan Ay g ) and disa

tgsirall O —a

et o () Elaa) ) el saly) olatly g 5KV alad) 385al GO Aagia b ssimall (SOl ity
S sapaie e a8 Y COOY) Aapa o SAL Ll L8 ¢38yall I A3 S bl dashiiay 2l
o Jl) sl iy el oL ¢ Biat ) Al 4S5l Aandy Wlle (5% ladls ladl) Gyl e
clladl 5 aale o e S5 S alall Bisall ileleall ginall ) Lald e galyy (sl aladin
ralic Laag 32aYls alell (gpaic S5 Gu Lo JS8 ¢ onl) dludl Gaatl 4] olad) ) ALYl
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ol sl il Gl A S DAl sl e £ salall atiemi e DA (a5 SOV g8
Gl palll 8 Lo Gagaid) Jed) e dab ol Jsean 8 Jidially capal) @l Ll alall
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() Dr. Al-Muka'i Muhammad Mahmud, previous reference, p. 313, and 314.
* We conclude from article 4 of Jordan's cybercrime law, which was previously referred to, that the
legislator has required the establishment of the crime of technical damage to verify one of the cases

contained in the text of the article referred to earlier.
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.The judges Osama and Al-Zuabi Jalal, former reference, p. 299 (1)

.Dr. Nawaisa Abdul llah, IT Crimes, Previous Reference, p. 359(Y)

.Dr. Al-Makawi Mohammed Mahmoud, former reference, p. 307 (¥)

-See article 12 of jordan’s cybercrime law 2015(¢)

®)Article Il of the State Secrets and Documents Protection Act of the Official Inventory Issue No. 2315

dated 1/8/1971 on page 1164 defined the secret as: 'Any oral information, written, printed, shortened,

printed on waxed paper, copier, recorded, solar images, films, charts, drawings, maps, or similar and
classified in accordance with the provisions of this Law'.

(6)Al-Nawaisa Abdul llah Mohammed and Adwan Mamdouh Hassan, Crimes of Cyberespionage in

Jordanian Legislation, Published Research, Journal of Studies, Deanship of Scientific Research,

University of Jordan, Issue 1, Appendix 1, 2019, p. 470.
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() Cybersecurity Law No. 16 of 2019 published in The Official Gazette No. 5595, 16/9/2019, on page
5134.

@Section 2 of the CyberSecurity Act, previously referred to, defined the cyber incident as: 'An act or
attack that poses a threat to data, information, information systems, an information network or
associated infrastructure, and requires a response to stop it or to mitigate the legal consequences or
implications of it'.

) Intermediate Dictionary, Arabic Language Complex, Al Shorouk International Library, Fourth Edition,
2001, page 1012.

) See Article 2 of the Jordanian State Secrets and Documents Protection Act of 1971, published in the
official gazette issue 2315 of 1/8/1971 on page 1164.
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(NSee The Jordanian Court of Cassation's ruling No. 679 of 1997, a hearing dated 5-1-1997, which
states: 'The accused obtains confidential information of a highly classified degree that may not be
revealed because this poses a threat to the security and safety of the Jordanian armed forces for the
benefit of a foreign state that provides the elements of the crime of espionage contrary to the
provisions of Article 15/A, b) of the Law on the Protection of State Secrets and Documents No. 50 of
1971.
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